
 
 
Incident Response and Digital Forensics Program 
An eight-week program covering the incident response life cycle, analysis methodology, and the handling of digital forensic 
evidence for cybersecurity personnel 
Overview As cybersecurity breaches continue to affect almost every industry and organization type on a virtually daily 

basis, the need for personnel with strong skills in handling cybersecurity incidents is as critical as ever. 
DePaul’s Incident Response and Digital Forensics Program covers the most recent advancements in incident 
response tactics and tools such as Splunk and SIFT. The program is intended for Security Operations Center 
(SOC) analysts who have some experience handling aspects of security incidents and want to bring their 
knowledge and skills to the next level in order to become part of an incident response team. It is also suitable 
for professionals with a computer forensics background who want to learn about the investigative process to 
properly scope and investigate incidents. Developing the investigator mindset that is critical to any successful 
incident response will be strongly stressed throughout the program. 
 

 Program participants will: • Understand the incident response life cycle and methodology 
• Learn to collect and handle forensic evidence 
• Conduct forensic analysis of major sources of evidence from Windows and 

Linux systems 
• Learn to conduct network and memory forensics of Windows systems 
• Learn to triage malicious files, including documents, executables, and scripts 
• Learn to write various types of reports and document important information  
 

 Program content includes lectures, demos, a review and discussion of case studies, and the completion of 
various security-related labs such as malware triage that will reinforce concepts covered in class. Students are 
required to bring their laptop computers to class. Please see enclosed insert for additional information.  
 
Admission Requirements: Applicants should have IT security-related work experience, along with a basic 
understanding of networking fundamentals (i.e. TCP/IP) and experience with Windows and Linux operating 
systems. Applicants should also have basic knowledge or experience analyzing network traffic, system and 
application logs, and alerts from security technologies such as firewalls, intrusion detection systems (IDS), and 
anti-virus software. An application and application fee are required. 
 

 The Incident Response and Digital Forensics Program is one of several certificate programs offered by the 
College of Computing and Digital Media through its Institute for Professional Development. The program is 
catalogued as a non-credit course (IPD 235) of the University. A certificate of completion from DePaul 
University is awarded to those who successfully complete the program’s requirements. Program requirements 
include lab work, reading and homework assignments, and a case study project. 
 

 Winter Quarter 2021 
 

Dates &  
Location: 

Application & 
tuition deadlines: 

Mid-Dec. 2020 
Dates to be announced 

Classes begin: 
Classes end: 

Week of Jan. 11th  (Date TBA) 
Week of Mar. 1st (Date TBA) 

Classes usually meet at the Loop Campus one evening per week (5:45pm – 9:00pm; weeknight to be 
announced). 

Fees: Application: $40.00 (non-refundable) – to be submitted along with a completed application 
Tuition: $2,000.00 
Textbooks are a separate purchase to be made by students. 

 Full payment of tuition must be received by the Institute for Professional Development office before the start of 
the program. Students who elect to pay tuition using a credit or debit card will be assessed a non-refundable 
2.75% convenience fee. 

Refund/Cancellation: DePaul reserves the right to cancel any program before that program’s first meeting, in 
which case tuition fees (but not convenience fees) will be refunded. The university's refund policy allows a 
return of 100% of tuition if the student drops the Incident Response and Digital Forensics Program within the 
first week of the program’s start date (convenience fees will not be refunded).  

Additional 
Information 

For inquiries, please contact DePaul University’s Institute for Professional Development at (312) 362-6282, or 
visit ipd.cdm.depaul.edu. 



DePaul University 
Institute for Professional Development 
(312) 362-6282 
 
 

 
 

INCIDENT RESPONSE AND DIGITAL FORENSICS PROGRAM 
 

SPECIFICATIONS FOR STUDENTS’ COMPUTER 
 
 
Students will be instructed to download and install a variety of software packages on their 
personal laptops and should bring these laptop computers to class. Instructions will be provided 
on the first day of the program.  
 
The following minimal and recommended hardware and software requirements are necessary 
for successful installation of the software. Most modern laptops should work, with the exception 
of ultra notebooks, tablets and chromebooks—these types of machines have limited capacity 
and will suffer from a lot of performance issues.   
 
Operating System 

• Window 7 (64-bit) or later preferred 
• Mac OS 10.9 or later preferred 

 
Hardware 

• 4 GB of RAM or better (8 GB – 16 GB preferred) 
• At minimum, a 64-bit dual core CPU (processor); however, a 64-bit quad-core processor 

or better is recommended 
• At least 80 GB of free hard drive space should be available for virtual machine storage 

 
Students must have full administrator rights to their personal computers in order to successfully 
install and use the software. 
 
 
 
 
 
 
 
 
 
 

 


	Incident Response and Digital Forensics Program

